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Objet Vulnérabilités affectant des produits de Cisco 
Niveau de criticité IMPORTANT 

Référence SNCSIRT-2026-ADS-254 

TLP WHITE 

 

Résumé 

Cisco annonce la correction de plusieurs vulnérabilités affectant certaines versions de ses produits mentionnés 

ci-dessous. L’exploitation de ces vulnérabilités peut   permettre à un attaquant d’exécuter du code à distance, 

de contourner des mesures de sécurité ou de causer un déni de service. 

Risque de sécurité 

• Exécution de code à distance 

• Contournement de mesures de sécurité 

• Déni de service 

Systèmes affectés 

• Cisco License (Smart Software Manager) On-Prem 

• Cisco Nexus 3000 and 9000 Series Switches NGOAM  

• Cisco NX-OS Software NX-API 

• Cisco Nexus 3000 and 9000 Series Switches MPLS OAM  

• Cisco Finesse  

• Cisco NX-OS Software Control Plane  

• Cisco NX-OS Software Python 

• Cisco Application Policy Infrastructure Controller  

• Cisco Application Policy Infrastructure Controller  

• Cisco Nexus 9000 Series Fabric Switches in ACI Mode 

 

Recommandations 

Se référer aux Bulletins de sécurité de Cisco : 

• https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ssm-access-

nttb2dhE 

• https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ngoam-rce-

LWKQ4BU 

• https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-napi-rce-

r2shwu2j 

• https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-moam-rce-

uBTzYV7 

• https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-finesse-ssrf-

mmSuyugS 

• https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nxos-

nscpdos-SnderkC7 

• https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nxos-mppe-

dhKZAFgb 
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• https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-apic-info-

priv-enAdB5vD 

• https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-apic-

cmdinj-L6VR4E7 

• https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-aci-epgcbp-

SfDU7NLf 
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